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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Committee) for e specialized system for worldwide standardization. National bodies that are
members of IS@ of IEC participate in the development of International Standards through technical
committees egtablished by the respective organization to deal with particular fields of technical
activity. ISO And IEC technical committees collaborate in fields of mutual interest. Other international
organizatiop gnd non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the field of information &
ISO/IEC JTC 1.

sinology, ISO and IEC have established a joint technical committee,

circumstances a tes
the following types:

— type 3, when a techr@ommitte ag’collected data of a different kind from that which is
normally published as a @rnati 2l Btandard/“

Technical Reports of types 1 an
whether they can be transformed i
necessarily have to be reviewed until
useful.

Guidelines for the manangement of IT Security:

— Part 1: Concepts and models for IT Security

— Part 2: Managing and planning IT Security

— Part 3: Techniques for the management of IT Security
— Part 4: Selection of safeguards

— Part 5: Safeguards for external connections
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Introduction

The purpose of JRO/IEC TR 13335 is to provide guidance, not solutions, on management aspects of
IT security. Thosg individuals within an organization that are responsible for IT security should be
Z material in ISO/IEC TR 13335 to meet their specific needs. The specific objectives

gene

ed into five parts. ISO/IEC TR 13335-1 provides an overview of the
nsed to describe the management of IT security. This material is

— IT managers who are
procurement, or operaj
— managers who are respopiajble for actvitj

This part of ISO/IEC TR 1 g

management activities during a
acquisition, or operations.

grseeing the design, implementation, testing,

ISO/IEC TR 13335-4 provides gu%ce on thelseledti
supported by the use of baseline models and coNng!
security techniques described in ISO/IEC TR 1333
be used for the selection of safeguards.

ribes how this complements the
iflgnal assessment methods can

external connections and the services supported by those co
required for the IT systems because of the connections.
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Information technology — Guidelines for the management of
IT Security —

Part 3: Techniques for the management of IT Security

and models for IT Secufit

ISO/IEC TR 13335-2: 198
and planning IT Security.

udelines he management of IT Security — Part 2: Managing

3 Definitions &)

For the purposes of th@ rt of B335, the following definitions given in
ISO/IEC TR 13335-1 appl countalp 3€t, /authenticity, availability, baseline controls,
confidentiality, data integrity, Sct, inted ’ T securlty pollcy, reliability, reS|duaI
risk, risk, risk analysis, risk man %nt,

4 Structure

This part of ISO/IEC TR 13335 is divided into 12 clauses.
aim of this part of ISO/IEC TR 13335. Clause 6

necessary in order to ensure that safeguards are working effeq
provides a brief summary of this part of ISO/IEC TR 13335.

5 Aim

The aim of this part of ISO/IEC TR 13335 is to describe and recommend techniques for the
successful management of IT security. These techniques can be used to assess security
requirements and risks, and help to establish and maintain the appropriate security safeguards,
i.e. the correct IT security level. The results achieved in this way may need to be enhanced by
additional safeguards dictated by the actual organization and environment. This part of
ISO/IEC TR 13335 is relevant to everybody within an organization who is responsible for the
management and/or the implementation of IT security.
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6 Techniques for the Management of IT Security

The process of the management of IT security is based on the principles set out in ISO/IEC
TR 13335-1 and ISO/IEC TR 13335-2 . It can be applied to the whole organization as well as to
selected parts of it. Figure 1 shows the major stages in this process, and how the results of this
process feed back into the various parts of it. Feedback loops should be established whenever
required, be it within a stage, or after one or more of the stages are completed. Figure 1
(below) is a rgWsion of Figure 1 in ISO/IEC TR 13335-2 emphasizing the topics this part of
ISO/IEC TR A3335 is concentrating on.

IT Security Objectives, Strategy and Policy |[€—
3 IT Security Objectives and Strategy

Corporate IT Security Policy

N\ v

Qo)'porate Risk Analysis Strategy Options  |[€¢—

v

| phsel Informal D?:;[?Si:(ed Combined
—TAppr \\ Approach Analysis Approach
X l \ 4 =
S \ 4 1
v é‘)ewroach  —

Detailed Baseline
Ris Approach
Mnaly

_‘_ IT Secu\m@nv/—\
v (AN

Implementation of the IT \:Erlt%éfy{ /

Implementation Security Sec
of Safeguards Awareness aipinig 3
AT\
Approval of IT-Systems / </
Follow-Up </
Security
Compliance Monitoring
Checking _ -
Maintenance
Change Incident
Management Handling

Figure 1: Management of IT Security
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The management of IT security includes the analysis of the requirements for security, the
establishment of a plan for satisfying these requirements, the implementation of this plan, as
well as maintenance and administration of the implemented security. This process starts with
establishing the organization’s IT security objectives and strategy, and the development of a
corporate IT security policy.

An important part of the IT security management process is the assessment of risks, and how
they can be réduced to an acceptable level. It is necessary to take into account the business
objectives, &s well as organizational and environmental aspects, and each IT system's specific

needs and
After ag rity requirements of the IT systems and services, it is advisable to
select /g analysis strategy. The major strategy options are discussed in detail in

IT systems to ide
detailed risk angdysjs;Wr 'e a baseline approach is applied for the remaining systems For the

detailed risk apa ich facilitates the selection of effectlve safeguards commensurate with
' v“usthg this option, the risk management process can be focused on

IT security plan. The impter
programme, which is important fo

Furthermore, the mana@ent of IT segufity
follow up activities, whic
activities include: maint
monitoring, and incident han

7 IT Security Objectives;

security across a range of different system environments.

It may be necessary to develop a separate and specific security polic W or some of the
IT systems. This policy should be based on risk analysis or baseline resyj}g”and be consistent
with the corporate IT security policy, thus taking into account the security recommendations for
the system to which it relates.
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7.1 IT Security Objectives and Strategy

As a first step in the process of managing IT security, one should consider the question ‘what
broad level of risk is acceptable to the organization?'. The correct level of acceptable risks, and
thence the appropriate level of security, is the key to successful security management. The
necessary broad level of security is determined by the IT security objectives an organization
needs to meet. In order to assess these security objectives, the assets and how valuable they
are for the organization should be considered. This is mainly determined by the importance
that IT has §or Supporting the conduct of the organization's business; the costs of IT itself is
only a small gart of its value. Possible questions for assessing how much an organization's
business depgends on IT are:

S tion as it is processed in the IT systems. Also,
important business objective iopato security should be considered when

assessing security objectives.

Dependent on the se objectives, & sjrateg\\ for achieving these objectives should be
agreed upon. The strate@g,chosen
protected. If, for example, nswe

likely that the organization Righ 4 ity fegdirements, and it is advisable to choose a
strategy which includes suffici fort t i ements

An IT security strategy outlines in@ : a isation will achieve its IT security
objectives. The topics such a strategy should\atdress Will depend on the number, type and

importance of those objectives, and normally\ be_thosg” which _the organisation considers
important to be uniformly addressed throughout pisgti
specific, or very broad, in nature.

As an example of the former, an organisation could hawe\a prin objective that,
because of the nature of its business, all of its systelg~sho fin a high level of
availability. In this case, one strategy topic could be directed ' ing virus infestation
through organisation-wide installation of anti-virus software (og cted sites for
virus checking through which all software received must be passe¢

To illustrate the latter, at a broad level, an organisation could havg § jty objective,
because its business is selling its IT services, that the security of its sygiem=
to its potential customers. In this case, a strategy topic could be that aff
validated as being secure by a recognised third party.

tems have to be

Other possible topics for an IT security strategy, because of specific objectives or combinations
thereof, could include:

the risk analysis strategy and methods to be adopted organisation-wide,
the need for an IT system security policy for each system,

the need for security operating procedures for each system,

an organisation-wide information sensitivity categorisation scheme,
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e the need for security conditions of connections to be met, and checked, before other
organizations are connected, and

¢ the incident handling scheme to be universally used.

Once determined, the security strategy and its constituent topics should be encompassed in
the corporate IT security policy.

7.2 Coyporate IT Security Policy

A corporaje JT security policy should be produced based on the agreed corporate IT security
objectrve ahd strategy Itis necessary to establlsh and malntaln a corporate IT securrty polrcy,

reports of security relev
activities needs to b
organization's overall ap

described in the various | stem
example, security operating @t
When developing the corporate@ curity polig
should participate:

audit,
finance,
information systems (technicians and users),

utilities/infrastructure (i.e. persons responsible for building S ire a commodation,
power, air-conditioning),
personnel,

e security, and

e senior business management.

optegrto achieve
policy is selected.

According to the security objectives, and the strategy an organizatign
these objectives, the appropriate level of detail of the corporate IT
As a minimum, the corporate IT security policy should describe:

¢ its scope and purpose,

e the security objectives with respect to legal and regulatory obligations, and business
objectives,

e |T security requirements, in terms of confidentiality, integrity, availability, accountability,
authenticity, and reliability of information,

e the administration of information security, covering organization and individual
responsibilities and authorities,

¢ the risk management approach which is adopted by the organization,
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